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ABSTRACT

Regulatory-based design considerations for potential common cause failures (CCF)
in digital instrumentation and control (I&C) systems have evolved over time and have
impacted the development of protection system I&C architectures. The single failure
criterion used to be the main design driver for a protection system 1&C architecture and
resulted in the familiar four-fold and three-fold system architectures. The single failure
criterion has now been replaced by the conservative assumptions associated with digital
CCF concerns (i.e., assumed digital CCF coincident with an anticipated operational
transient or postulated accident) which are classified as ‘beyond design basis events’ by
regulatory authorities. It is unusual for a beyond design basis event to be the controlling
factor for a safety system design but that is now the reality for 1&C system designers.
The preferred regulatory solution is to introduce diversity into I1&C system designs to
guard against the general concern of digital CCF. However, the lack of clear criteria on
how to define sufficient diversity (i.e., how much, what kind, and whether it is linked to
identified digital CCF vulnerabilities) had led to more complex 1&C architectures. The
trend has been towards lengthy and more difficult reviews for the treatment of digital
CCF vulnerabilities and 1&C system architectures because of the subjective definition of
digital CCF wvulnerabilities and the lack of clear acceptance criteria for diversity strategy.
Improvement in the treatment of digital CCF is needed to reverse the trend of increased
1&C system architecture complexity and longer regulatory reviews.
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1 INTRODUCTION

This paper provides a perspective on how the regulatory-based design considerations for potential
common cause failures (CCFs) in digital instrumentation and control (I&C) systems have evolved over
time and how they have impacted the development of safety system I&C architectures. The discussion
will consider what is most important to I&C architecture designs. The evolution of the regulatory criteria
will be considered with respect to the resulting impacts on I&C architectures and the associated
regulatory design reviews. The discussion focuses on safety-related protection systems, since that is the
area with the most review experience; however, the discussion will also look to the future to consider how
the regulatory process might impact 1&C architectures for lower classified safety systems and non-safety
systems.

2 MOST IMPORTANT CRITERION FOR I1&C ARCHITECTURE DESIGNS

The single failure criterion has been identified as the oldest and most important requirement in the
nuclear industry. It was the main design driver for a protection system 1&C architecture and resulted in
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the familiar four-fold and three-fold system architectures. The single failure criterion has now been
replaced by the conservative assumptions associated with digital CCF concerns (i.e., assumed digital CCF
coincident with an anticipated operational transient or postulated accident). These conservative
assumptions are classified as ‘beyond design basis events’ by regulatory authorities. In the nuclear
industry, it is unusual for a beyond design basis event to be the controlling factor for a safety system
design but that is now the reality for I&C system designers.

The conservative treatment of digital CCF in nuclear 1&C first appeared in the US regulatory arena
in the early 1990s. The Staff Requirements Memorandum [Reference 1] was issued by the Nuclear
Regulatory Commission (NRC) Commissioners in response to SECY 93-087 to provide policy direction
for the expected use of highly integrated digital 1&C systems in new plant designs. As a result, the NRC
has applied the following four-point position on diversity and defense-in-depth for advanced reactors and
for digital system modifications to operating plants:

Point 1 - The applicant/licensee should assess the D3 of the proposed 1&C system to demonstrate
that vulnerabilities to common-cause failures have been adequately addressed.

Point 2 - In performing the assessment, the vendor or applicant/licensee should analyze each
postulated common-cause failure for each event that is evaluated in the accident analysis
section of the safety analysis report (SAR) using best-estimate or SAR Chapter 15
analysis methods. The vendor or applicant/licensee should demonstrate adequate
diversity within the design for each of these events.

Point 3 - If a postulated common-cause failure could disable a safety function, a diverse means,
with a documented basis that the diverse means is unlikely to be subject to the same
common-cause failure, should be required to perform cither the same function as the
safety system function that is vulnerable to common-cause failure or a different function
that provides adequate protection. The diverse or different function may be performed by
a non-safety system if the system is of sufficient quality to perform the necessary
function under the associated event conditions.

Point 4 - A set of displays and controls located in the main control room should be provided for
manual system-level actuation of critical safety functions and for monitoring of
parameters that support safety functions. The displays and controls should be
independent and diverse from the computer-based safety systems identified in Points 1
and 3.

The NRC policy decisions were made based on underlying concerns regarding the use of digital
technology in nuclear power plant safety systems presented in SECY-91-292 [Reference 2]. These
original concerns were identified as: lack of experience in nuclear applications, evolving technology,
absence of requirements and standards related to digital-specific design aspects, and lack of guidance and
standards related to software development processes. As such, the preferred approach at the time was to
bound the consequences of a digital CCF in a black box manner, since the black box was not well defined
due to the issues described in SECY-91-292.

This regulatory approach was applied to the third digital protection system retrofit in the US at the
Diablo Canyon Power Plant. The treatment of digital CCF was addressed using bounding consequence
analyses that used best-estimate assumptions and methods along with credit for manual operator actions
[Reference 3]. This approach to digital CCF did not affect the system architecture. The two earlier
digital protection system retrofits did not consider digital CCF in the system design (e.g., Sequoyah
Nuclear Plant [Reference 4]).

The conservative guidance was a prudent design approach to be used when digital technology was
new and not well understood by the regulatory bodies. Specific design standards applicable to safety
aspects of digital technology did not exist at that time. Since then, vendor 1&C platform designs and the
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regulatory process for digital I&C have evolved on divergent tracks with well-intentioned efforts to
address the original concerns with digital CCF. Safety-critical 1&C platform designs used for nuclear
safety applications and associated design standards have matured and improved (i.e., making 1&C
systems less vulnerable to a digital CCF). At the same time, regulations associated with the treatment of
digital CCF have become more prescriptive (i.e., more digital CCF concerns to consider with more
restrictive acceptance criteria). As an example, the use of manual operator actions to mitigate digital
CCFs is no longer easy to justify to regulatory authorities and other solutions are generally needed to gain
approvals. The preferred regulatory solution is to introduce diversity into I&C system designs to guard
against the general concern of digital CCF. However, the lack of clear criteria on how to define sufficient
diversity (i.e., how much, what kind, and whether it is linked to identified digital CCF vulnerabilities) has
led to more complex 1&C architectures.

3 RESULTING IMPACT ON I&C ARCHITECTURES

International Atomic Energy Agency (IAEA) SSG-39 [Reference 5] specifies that “I&C systems
should fully meet the requirements of their design basis and unnecessary complexity should be avoided in
the design.” The experience with digital I&C safety systems has shown that the treatment of digital CCF
and associated diversity strategies to address the ‘beyond design basis’ CCF regulatory criteria have had a
significant impact on the complexity of I&C system architectures. Six examples will illustrate the range
of impacts on the system 1&C architectures and the diversity of solutions. The examples are roughly in
chronological order and illustrate the trend towards higher complexity of 1&C system architectures. The
1&C systems highlighted are all more complex and introduce other design issues that have a nexus to
plant safety as the cost for addressing a digital CCF vulnerability. It is important to note that resulting
1&C designs address different CCF vulnerabilities: none address all potential CCF vulnerabilities. That
is not to suggest that the solutions should (or could) address all digital CCF vulnerabilities. Rather, the
point is noted to illustrate that approved solutions address a subset of the digital CCF vulnerabilities;
however, the associated diversity acceptance criteria is not clearly linked to relevant or important digital
CCF vulnerabilities.

The first example of an 1&C system architecture used to address digital CCF vulnerabilities is
shown in Figure 1.
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Figure 1. Functional Diversity System Concept
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This solution builds on the signal and functional diversity that was present in the original analog
system design by using separate functional subsystems [Reference 6, Section 4.2.7]. This addresses CCF
vulnerabilities associated with the project-specific application software design; however, the solution does
not address CCF vulnerabilities associated with the generic platform operating system.

The Functional Diversity System concept has a small effect on system architecture by allocating the
functional diversity to two subsystems using separate application software programs. This results in some
increase in hardware to implement the functional diversity in separate subsystems. This solution does not
add a separate diverse actuation system and associated system interfaces nor does it rely on additional
CCF consequence coping analyses.

The second example of an I&C system architecture used to address digital CCF vulnerabilities is
shown in Figure 2.
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Figure 2. Technology Diversity System Concept

This architecture is an example of mixed (diverse) technology arranged in parallel subsystems and
uses field programmable gate array (FPGA) technology as the diversity solution. Other technologies (i.e.,
digital or analog) could also be used to provide the required diversity.

The Technology Diversity System concept addresses the general CCF vulnerability for a digital
technology (i.e., system stops working); however, the solution does not address signal or protection
algorithm CCF vulnerabilities.

This solution can be contrasted with the first example. Figure 2 has a greater effect on system
architecture by replicating the system functionality in two technology diverse subsystems [Reference 6,
Section 4.2.2]. This results in twice the amount of hardware and the additional lifecycle costs to maintain
two digital technologies. The Technology Diversity System does not add a separate diverse actuation
system and associated system interfaces but it does require coordination of microprocessor and FPGA
technologies to understand overall system response times for the different failure scenarios.
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This solution can rely on additional CCF consequence coping analyses, since some examples only
replicate the reactor trip portion of the protection system while others replicate both the reactor trip and
engineered safety feature actuation functions.

The third example of an 1&C system architecture used to address digital CCF vulnerabilities is
shown in Figure 3.
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Figure 3. Diverse Non-Safety Actuation System Concept

This solution augments the digital safety system with a small scope non-safety analog actuation
system [Reference 7].

This example addresses the general CCF vulnerability for a digital technology (i.e., system stops
working); however, it does not address signal or protection algorithm CCF vulnerabilities.

This solution can be contrasted with the first two examples. The Diverse Non-Safety Actuation
System concept has a lesser effect on system architecture by only replicating a small portion of the system
functionality in the diverse subsystem. This results in some increase in the amount of hardware, as in
Figure 1, but it eliminates the additional lifecycle costs to maintain two digital technologies associated
with Figure 2.

This example adds additional complexity using a non-safety diverse actuation system and the
associated electrical isolation at the interfaces and requires additional design analysis to ensure proper
coordination and priority of the non-safety actuation signals. This system also makes the operator tasks
more complicated for the non-CCF failure case, since two systems must be reset to let the operator regain
control of equipment necessary to support long-term event management or event recovery.

Figure 3 relies on extensive CCF consequence coping analyses to support the small scope of the
diverse actuation system.

The fourth example of an 1&C system architecture used to address digital CCF vulnerabilities is
shown in Figure 4.

FPGA technology has led to other diversity strategies based on internal architecture features to
address digital CCF vulnerabilities associated with the electronic design logic development. The solution
provided in Figure 4 utilizes two logic cores developed by diverse teams on a single FPGA [Reference 8].
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This example addresses FPGA electronic design CCF vulnerabilities but not hardware-related CCF
vulnerabilities. The Diverse FPGA Core System concept requires verification of adequate human and
design diversity, which must be done after the design solution has been implemented. This diversity
approach delays regulatory approval until the implementation phase, which carries a risk of rework late in
the development process.

In effect, the concept is a miniaturized version of the design shown in Figure 2. As such, it has a
lesser effect on the system architecture but requires additional lifecycle costs to maintain two diverse core
designs. Additionally, it does not address signal or protection algorithm CCF vulnerabilities.

Diverse FPGA Core System Concept
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Figure 4. Diverse FPGA Core System Concept

While this system concept does not add a separate diverse actuation system and the associated
interfaces, the analysis of the system is more challenging. It requires careful treatment of core output
discrepancies to provide clear safe state identification for actuators.

The fifth example of an I&C system architecture used to address digital CCF vulnerabilities is
shown in Figure 5.

This solution addresses microprocessor and FPGA electronic design related CCF vulnerabilities. It
utilizes the FPGA-based subsystem for a small set of diverse actuation functions that bound the failures of
the microprocessor system in a manner like the diverse actuation system shown in Figure 3 [Reference 9].

The Hybrid Diversity System concept addresses the general CCF vulnerability for a digital
technology (i.e., system stops working); however, the solution does not address signal or protection
algorithm CCF vulnerabilities. Additionally, this system can necessitate verification of adequate human
and design diversity in the FPGA-based subsystem in the same manner as described in the previous
example.

This solution does not add a separate diverse actuation system and associated interfaces but the
analysis of the system is more challenging. Careful treatment of FPGA core output discrepancies is
needed to provide clear safe state identification for actuators. Furthermore, this system requires
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coordination of microprocessor and FPGA technologies to understand overall system response times for
the different failure scenarios.

Hybrid Diversity System Concept

P

Microprocessor FPGA Diverse Logic Internal

Acquisition and Acquisition and to Ear:h-HTGA Block
Processing Processing | |
Subsystem Subsystem

Core 1 Core 2

A

Microprocessor FPGA b
Voting Voting &
Subsystem Subsystem F

Added
Diversity

E O

Priority Logic

Single Channel Shown

Figure 5. Hybrid Diversity System Concept

Overall, the Hybrid Diversity System concept results in twice the amount of hardware and the
corresponding lifecycle costs to maintain two digital technologies, like what was described in example
two.

This solution relies on extensive CCF consequence coping analyses to support the limited scope of
the FPGA-based subsystem. This system concept was recently used for the replacement of the existing
digital protection system at Diablo Canyon. The more complex 1&C architecture was chosen to address
regulatory concerns with the continued reliance on operator actions to mitigate CCFs coincident with
postulated accidents. This experience is an example of how the regulatory treatment of digital CCFs has
continued to evolve (i.e., become more prescriptive).

The sixth example, the Diverse FPGA System concept, is shown in Figure 6. Some 1&C
architectures currently under review by regulatory bodies take advantage of FPGA technology diversity to
address chip/electronic design and toolset CCF vulnerabilities [References 10 and 11]. This concept
utilizes two subsystems designed with diverse FPGA technology. While Figure 6 addresses FPGA
electronic design and hardware related CCF vulnerabilities, it does not address signal or protection
algorithm CCF vulnerabilities.

This solution does not add a separate diverse actuation system and associated interfaces.
Furthermore, this concept does not rely on additional coping analyses because actuation is provided by
the diverse FPGA subsystem in all cases for CCF within an FPGA subsystem.
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Diverse FPGA System Concept
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Figure 6. Diverse FPGA System Concept

Ultimately, the Diverse FPGA System concept, if accepted, will return the protection system 1&C
architecture back to the original (and simpler) architectures used in the analog designs.

4 IMPACT ON I&C ARCHITECTURE REVIEWS

Due to the subjective natures of both the definition of the digital CCF vulnerabilities to be solved
and the acceptance criteria for diversity strategies, the timeliness of regulatory reviews has been largely
impacted. These factors have also influenced the degree of stability for the regulatory decisions. For
example, two popular guidance documents (i.e., NUREG/CR-6303 [Reference 6] and the NUREG/CR-
7007 [Reference 12]) focus on addressing a full set of potential diversity attributes with no regard to their
relationship or usefulness in mitigating relevant or important digital CCF vulnerabilities. The diversity
approach accepted for the Diablo Canyon Eagle 21 systems was not discussed in NUREG/CR-7007.

The trend has been towards lengthy and more difficult reviews of the treatment of digital CCF
vulnerabilities and 1&C system architectures. These reviews have required more specific and detailed
information about the digital review systems to support regulatory decisions. The goals of timely reviews
and approvals of 1&C architectures early in the system development process expressed in this IJAEA
document cannot be realized with the current regulatory framework for treatment of digital CCF.

1&C architecture designs would be better if the guidance focused on important CCF vulnerabilities
and used appropriate diversity measures to address those vulnerabilities.

5 NEXT I&C ARCHITECTURE CHALLENGE

The preceding discussion has focused on the impacts of regulatory criteria for the treatment of
digital CCF vulnerabilities on safety system I&C architectures. Some regulators have raised questions
about postulated hazards from non-safety control systems [References 13, 14, and 15]. Their concern is
that unanalyzed plant transients may be created. In the extreme case, some regulators have suggested
solutions that would prevent a non-safety system network from communicating with actuators for safety
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system components. The implications here will affect efforts to improve the man-machine interface
(MMI) in the control rooms. It will be necessary to have clear rules on what are credible hazards to
consider in plant designs to make practical architecture decisions. Segregation of control elements and
between control and MMI networks can be used in non-safety control system architectures to limit effects
of hazardous actions attributed to software design errors; however, there is currently no good guidance for
applying defensive measures for this design question accepted by all stakeholders.

6 IMPROVED ARCHITECTURE DESIGN PROCESS

As discussed at the beginning of this appendix, vendor 1&C platform designs and the regulatory
process for digital 1&C have evolved on divergent tracks with well-intentioned efforts to address the
original concerns with digital CCF. Safety-critical 1&C platform designs used for nuclear safety
applications and associated design standards have matured and improved (i.e., making 1&C systems less
vulnerable to a digital CCF). It is important to start convergence of these two tracks to achieve the
objectives of timely regulatory approvals of simpler system [&C architectures for nuclear power plant
safety systems.

The application of diversity as a panacea for the digital CCF concern has resulted in more complex
system architectures with no clear connection between the application of the diversity to the most relevant
or important CCF vulnerabilities. The downsides to the added complexity are not routinely considered in
the regulatory decisions.

There is now a vast body of operational data from the global deployment of digital I&C in nuclear
plants. The safety-critical platforms developed for the global nuclear market have mature design features
that provide for deterministic behaviors through the use modern IEC standards. The software
development process standards have also matured and are now widely accepted by nuclear regulatory
bodies. Mature technology, mature development standards, and modern development and test tools
reduce the likelihood of design errors.

It may now be possible to address digital CCF vulnerabilities in the same manner as other topics
connected with CCF vulnerabilities (e.g., seismic, environmental, or electromagnetic compatibility).
These approaches reduce hazard vulnerabilities to accepted levels using best engineering and design
practices rather than trying to make them fully immune. The use of a focused approach in addressing
digital CCF vulnerabilities with standardized defensive techniques (e.g., as described in EPRI Report
3002005326 [Reference 16]) may be more effective than specifying degrees of diversity in addressing
important digital CCF vulnerabilities or addressing all consequences. These practices could also lead to
simpler [&C system architectures.

7 REGULATORY ACTIONS TO ADDRESS DIGITAL CCF

The NRC Commissioners directed their NRC staff to develop an integrated strategy to modernize
the digital 1&C regulatory infrastructure [Reference 17]. The NRC staff provided their plan to the
Commissioners in SECY-16-0070 [Reference 18]. The plan has four specific modernization plans:

MP#1 - Protection against Common Cause Failures

MP#2 - Considering Digital Instrument & Control in Accordance with 10 CFR 50.59
MP#3 - Commercial Grade Dedication of Digital Equipment

MP#4 - Modernization of the Instrument & Control Regulatory Infrastructure

MP#1 addresses the staff evaluation of the NRC’s existing positions on defense against CCF. This
effort will examine the technical basis to evaluate a graded approach based on safety significance,
including consideration of the likelihood of CCF and a risk-informed, consequence based regulatory
structure. The objective of assessing the NRC position on potential CCF is to ensure safety and security
while enhancing efficiency, clarity, and confidence in determining the potential for CCF in the analysis of
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digital 1&C systems. This assessment will include examination of state-of-the-art analysis in other digital
1&C applications, such as other industries and from other countries.

The NRC Commissioners approved the NRC staff DI&C action plan and added a set of specific
follow-up actions [Reference 19]. This approval action indicates that the Commissioners understand the
importance of the NRC staff actions to reduce the barriers to I&C modernization with digital technology.

8 CONCLUSIONS

“l&C systems should fully meet the requirements of their design basis and unnecessary complexity
should be avoided in the design” (IAEA SSG-39).

The treatment of digital CCF vulnerabilities and their associated diversity strategies have had a
significant impact on I&C system architecture design. Improvements to how the regulator approaches
digital CCFs are needed to reverse the trends of increased 1&C system architecture complexity and longer
regulatory reviews.
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